
Reading Quiz #8
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1. RSA������������ !��("#$%&'(x)*+ )

(a) *+,-./012� p43 q4,�45.�/67n4 = p4q48

(b) 9:,-��;< e4=7 gcd(e4, (p4 − 1)(q4 − 1)) = 1,4 (n4, e4)>?@A

�BCDE"#�F p43 q4GH�8

(c) "#4I$%J�'(KLMNO�m3 (PQm3 < n4)8

(d) R��S c3 ≡ me4
3 (mod n4) ,9:4�S c3%J)*+8

(e) TUVW*+EC p43 q4,IXYZX�[ϕ(n4) = (p4 − 1)(q4 − 1)8

(f) \]^_`aK/b c7��de d4,fgd4e4 ≡ 1 (mod ϕ(n4))8

(g) h:*+4�S c3-d4;<�!5iZjkMlS�
-5'(�

m3 ≡ cd4
3 (mod n4)8

2. *+mWNnSom4,"#pqrstu�8YvZ!�wx�

• "#,-.O12� p3, q3�R�y6zn3 = p3q38{p|},-N~�

1�φ(n3) = (p3− 1)(q3− 1)���φ(n3)�2��� e3,�R�r�φ(n3)�

� e3�6 ���d38"#4 (n3, e3)@A�Fd3, p3, q3GH���8

• "#�u�U y ≡ ,Z4�� (m4, y)@A�8

*+Z��'(���"#Iu�^����!��

• ����["#�@Ade ,�R�z ≡ 8

• � ,G*+��5u�UW����GU��8
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3. �4s��O�����NO��� ¡�¢£¤¥¦§)"#NO¨©�

rªESo«¬��­�u®�¡¯8PQ*+WNO°±²$�³´8Y

$µ¶·¸�YI¯�¹º (IXµ|¨»¼|Y4mW½¾¿ZXÀ7ÁÂ

ÃÄ ),FYª$ÅÆyY�ÇECÈ
 (IXYZXÉYÊË�³lµ�À-

ÌÍ )8!ÎI$u®�So�m3,¢£*+3"#Z!�wx�

• "#,-NORSA�� ���n3 = p3q38NO��;< e3,�R���

;<d38{4 (n3, e3)@A�Fd3, p3, q3GH���8ÏÐs�µ{uÑ�

:iZ45"�ÉÒÓ�·ÔÕ�Öb8

• *+,-N×¨�� k4 (mod n3)�R� t ≡ ,9:4 t%J

)"#8

• "#u® tU s ≡ ,9:4 s�%)*+8

• *+�[ ,Ø¤�u®Smd3
4 8

TU k4�,Ù�×¨��IX ke3
4 (mod n3)Ú�RSA�� ���N×¨�

�����j�×¨�8T5 ke3
4 m4rÛ2s�ÜW¦§ÝvWÞm4�ÅÆ

ßàáâ (ã9Ø� äåæm4 = 0�'( )8ÉØOçè»é�"#�ÊË

Iu®�So«¬�N�IE�8Nêu®���ÑM�*+ImW�u®

So¤!pëìí�u®��I7î�Nï8

5ðñrò�óôr�õ¨8ö!�*+Z¥QR"#u�NO$)÷Yø

ù�úû�So8IXü$Wýþ�ÿ���»ÿ�ØN�����Ývr

5ª���8
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4,795,063 07/19/88 Blind Signature Systems

4,795,064 07/19/88 Blind Unanticipated Signature Systems

4,914,698 03/03/90 One-Show Blind Signature Systems

4,949,380 08/14/90 Returned-Value Blind Signature Systems

4,991,210 02/05/91 Unpredictable Blind Signature Systems
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